Invisible Images (Your 
Pictures Are Looking at You) 


Art 174/374 New Media Old Media 





Visual Culture ---- “Human” Visual Culture 


Issues of representation, (self)image, power, meaning,...etc 





“The overwhelming majority of images are now made by machines for other machines, 
with humans rarely in the loop” 


Images have begun to intervene in everyday life, their functions changing from representation 
and mediation, to activations, operations, and enforcement. 





Invisible images (=digital images/data) are actively watching us (=read by machines), poking and 
prodding, guiding our movements, inflicting pain and inducing pleasure. But all of this is hard to 
see. 





The point here is that if we want to understand the invisible world of machine-machine 
visual culture, we need to unlearn how to see like humans 


The theoretical concepts we use to analyze visual culture are profoundly misleading when 
applied to the machinic landscape, producing distortions, vast blind spots, and wild 
misinterpretations. 


Counter-hegemonic visual strategies and tactics employed by artists and cultural 
producers in the human-human sphere often capitalize on the ambiguity of human- 
human visual culture to produce forms of counter-culture-to make claims, to assert 
rights, and to expand the field of represented peoples and positions in visual culture. 





Presesntation theme #4 
Based on our discussions on the text, research examples of media objects such as images, movies, 
sounds, digital things (3D objects) you think are meant to be viewed by machines or example of 


machines that view media objects. You can 


1) share existing images/media objects/machines/systems that exist. Tell us something about it through 
your research 


2) or create, introduce (such as existing artworks), or propose artistic systems or prototypes that 
could/should exist 


3) or alternatively you can present, share, or propose ways people engage with those systems 


Computers as a consolidation of all media before it 
* Media theory (McLuhan/Lev Manovich) 


e Spoken word -> Book -> Theater -> Film -> ... Computer 
e Everything ends in computer 





Relationship to our bodies radically different. 





Pixar WALL-E 





Ivan Sutherland’s “Swords of Damocles” 
apparatus, 1968 (MIT) 
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EXIF Data (Metadata) 


* Objects travel with more 
information than its main 
content 


Photographs travel with meta 
data 


e Information about the 
camera and shot 





Metadata Keywords 


F118 1/3...0 3024 x 4032 


T è -- 1.75 MB 





72 ppi 


Aws) 15020 Display P3 RGB 


> File Properties 

> IPTC Core 

> IPTC Extension 

~ Camera Data (Exif) 
Exposure Mode 
Brightness Value 
Focal Length 
Focal Length in 
Lens 
Date Time Original 
Flash 
Metering Mode 
White Balance 
Scene Capture Type 
Sensing Method 
Make 
Model 
Lens Specification 
Lens Make 

» GPS 
Latitude 
Longitude 
Altitude 
Time Stamp 
Speed Ref 
Speed 
Image Direction Ref 
Image Direction 
Destination Bearing Ref 
Destination Bearing 
Horizontal 


~ Audio 


Auto 

11.39 

4.0 mm 

28.0 mm 

iPhone 7 back camera 3.99mm f/1.8 
4/16/19, 10:26:34 AM 

Did not fire, compulsory mode 
Pattern 

Auto 

Standard 

One-chip sensor 

Apple 

iPhone 7 

3.99mm f/1.8 

Apple 


34,17.8345N 
132,19.1373333E 
3.22 m 

4/16/19, 1:26:33 AM 
K 
40905/835244 
T 

275511/995 

T 

275511/995 
13244/2207 


N 





Metadata Keywords 


F118.0 1/1250 6240 x 4160 


pa 


EXIF Data (Metadata) Cı. n 


> File Properties 
> IPTC Core 
> IPTC Extension 


~ Camera Data (Exif) 


* Photographs travel with meta posure Mode Auto 


7.29 


data Sensitivit 06 Standard output sensitivity (SOS) 


Focal Length 18.8 mm 
* Information about the 
camera and shot 


Focal Length in 28.0 mm 
Lens XF18-55mmF2.8-4 RLM OIS 
Max Aperture Value f/2.8 


Date Time Original 9/28/20, 11:16:25 AM 





Flash 
Metering Mode 


Custom Rendered 


Did not fire 
Average 

Normal Process 
Manual 
Standard 
Normal 
One-chip sensor 
Digital Camera 
FUJIFILM 

X-T3 

9BA11352 
18-55mm f/2.8-4 
FUJIFILM 
9BA18100 





Control 


It allows for the automation of vision on an enormous scale and, along with it, the 
exercise of power on dramatically larger and smaller scales than have ever been 
possible. 








Machine-to-machine seeing apparatus 


Automatic License Plate 
Readers (ALPR) 


Q 123SECURITYPRODU( ) Search Ewan @ Help 866 440-2288 4# My Quotes #ÞChat & MyAccount 


Camera Systems Security Cameras Recorders Audio/Video Networking Transmission Security Accessories Clearance Smart Home Brands Deals 





«Back Home / Bosch REG-D1-850XE-01 50mm B/W Camera, 5-50mm Color Camera w/LED 850nm License Plate Reader, 40-68ft. 





Bosch REG-D1-850XE-01 50mm B/W Camera, 5- 
50mm Color Camera w/LED 850nm License 
Plate Reader, 40-68ft. 


Fr Yr Wy Yr fy Write a review | 
Bosch | SKU: REG-D1-850XE-01 
Product Highlights 


The REG-D1 series delivers advanced license plate capture performance and features a high 
resolution day/night overview camera for surrounding area surveillance to 


Qty: 


' + $2,385.00 


Add to Cart 


v Usually ships within 1-3 days + Shipping Method 


@ Email ll Print 
Express Checkout: 
Buy Now Em Pay with PayPal 
-OR- 


PRESS Zu 


9 Add to Wishlist „ıl Add to Compare © Add to Quote 





ji Overview Specifications Reviews Q&A 


The REG-D1 series delivers advanced license plate capture performance and 
features a high resolution day/night overview camera for surrounding area 
surveillance to identify vehicle model and color. 


REG-D1 integrates advances in optics, electronics, infrared illumination and 
ambient rejection technology to overcome all the challenges typically associated 
with license plate capture to deliver consistent, reliable images in the most 
challenging of conditions. 


Accessories 


Check items to add to the cart or select all 


Bosch EXMB.029B U Bracket for 
EX30/80/82/REG-L1, Black Finish 
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We build tech for a changing world 
of digital experiences 


We go where consumer emotions and attention go 


Hi there, thanks for the interest 


in Realeyes. If you have any 


This website stores cookies on your computer. These cookies are used to collect information about how you interact with our website and allow us to remember questions, I'm more than happy 
information in order to improve and customize your browsing experience and for analytics and metrics about our visitors both on this website and other media.1 ıo help. 
about the cookies we use, see our Privacy Policy. 


If you decline, your information won't be tracked when you visit this website. A single cookie will be used in your browser to remember your preference not to be tracked. 





â realeyesit.com fr | BB 을 


Reed 








PRODUCTS v SOLUTIONS v TECHNOLOGY v COMPANY v RESOURCES v BLOG LOGIN 





How it Works 


Using computer vision and machine learning, we measure 
how people feel and their attentiveness as they view your 
content online through their camera's device 


Instant insigh 


Our pioneering tech delivers quality reporting that meets 
e pace and needs of today’s leading marketeers 


@ Drag, Drop, Done. 


Upload your own or competitor images, GIFs 

or videos at any stage of its 

life-cycle. We source a sample audience 

between 150 to 300 viewers based on your Hi there, thanks for the interest 


obiectives in Realeyes. If you have any 


This website stores cookies on your computer. These cookies are used to collect information about how you interact with our website and allow us to remember questions, I'm more than happy 
information in order to improve and customize your browsing experience and for analytics and metrics about our visitors both on this website and other media.1 tg help. 
about the cookies we use, see our Privacy Policy. 


If you decline, your information won't be tracked when you visit this website. A single cookie will be used in your browser to remember your preference not to be tracked. 


Wireless Networks 


& Network Infrastructure 
Sustainability 


Data, Big Data & the Green Buildings 
& the Internet of Things (loT) Framework 
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Data Protection 
& Data Privacy 
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In aggregate, Al systems have appropriated human visual culture and transformed it into a massive, 
flexible training set. The more images Facebook and Google’s Al systems ingest, the more accurate 
they become, and the more influence they have on everyday life. 





Tesla 





How should we respond? How could/should/do artists respond? 


What is responding/coping/celebrating? 


“Counter-hegemonic visual strategies and tactics employed by artists and cultural producers in 
the human-human sphere often capitalize on the ambiguity of human-human visual culture to 
produce forms of counter-culture-to make claims, to assert rights, and to expand the field of 
represented peoples and positions in visual culture.“ 





June 15, 2020 


Attention: whether a look works 
or not is up to you. CV Dazzle is 
a concept, not a product or 
pattern. Evading face detection 
requires prior knowledge of the 
algorithm. Most of the archived 
looks on this page were 
designed over 10 years ago for 
the Viola-Jones face detection 
algorithm. Current face 
surveillance uses deep 
convoluational neural networks 
(DCNNs). To use CV Dazzle you 
must design according to the 
algorithm (hint: don't use Viola- 
Jones looks for a DCNN face 
recognition system). 


New software for testing 
your CV Dazzle looks is 
still under development 
check back in...July? 
This software will 
address concerns about 
whether your design 
"works", but actually it 
only provides a score. 
Thanks to NL Net for 
development support. 


LOOKS 

STYLE TIPS 
RELATED PROJECTS 
COLLABORATIONS 
PRESS 
REFERENCES 


New: June 2020 
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Anti Face 


This face is unrecognizable to 
the Viola-Jones Haar 
Cascade face detection 
algorithm. (It does not apply 
to DCNN face detectors) 


@martymoment 
CV Dazzle demo for 
Dazed Beauty on Vogue 






Computer Vision Dazzle 


Camouflage 


CV Dazzle explores how fashion can be used 
as camouflage from face-detection technology, 
the first step in automated face recognition. It 
is a concept and strategy, not a pattern or 
product, and it is always designed relative to a 
specific algorithm and unique to each face. 


NB: I have received many messages 
regarding the relevance of CV Dazzie in 
2020. “Does it work?" is a common 
question, but needs to be reformatted. CV 
Dazzle is neither a product nor a pattern. CV 


Dazzle is a concept and a strategy: you can 





jinn in a 


https://cvdazzle.com/ 


The Orchid Project 


Open Source router firmware encoded into photos of orchids and uploaded to Flickr, 2015 





https://julianoliver.com/ 


The Orchid Project 


LEAK - SIGINT Relationship Between the US and Israel 


AUTHOR - N.S.A, United States 

PDF document, version 1.4 

SHA256 - bbe1d16b5fdda2a5948a23cbca4ca8804a3 1 fe29f5b3609f27e3329d90d77a19 
SIZE - 845457 bytes 

RELEASED - 13/05/2014 

SOURCE - American Civil Liberties Union 

LICENSE - TOP SECRET//SI//REL 


IMAGE - Sunset at Paradise Beach 


T 


7fddc2dd14d83674697 





COVER ME positions Creative Commons licensed photographs found on Flickr as data 
containers for distributing clandestine Snowden files ‘in plain sight’, both on and offline. 


Using a method known as as steganography, the volatile data is embedded into images 
matching ‘island getaway’ and ‘beach paradise’, a comforting counter-balance to the bleakness 
and anxiety enshrouding the NSA and GCHQ leaks. 


Referred to by computer scientists as a ‘cover file’, the photograph containing the data payload 

is not visibly altered, allowing for it to be distributed as tasteful work-and-family-safe material, 

used as desktop backgrounds or uploaded back to Flickr. At any given point along its journey `è 

leaks can be conveniently and privately extracted from images onto a personal computer, using a et -> X 
| ag J 


simple, cross-platform program. 


https://julianoliver.com/ 
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The Transparencu Grenade 
Network intervention device, exploit enactor 2012, 2014 





The lack of Corporate and Governmental transparency has been a topic of much controversy in recent 
years, yet our only tool for encouraging greater openness is the slow, tedious process of policy reform. 


Presented in the form of a Soviet F1 Hand Grenade, the Transparency Grenade is an iconic cure for these frustrations, making the 
process of leaking information from closed meetings as easy as pulling a pin. 


Equipped with a tiny computer, microphone and powerful wireless antenna, the Transparency Grenade captures network traffic and 
audio at the site and securely and anonymously streams it to a dedicated server where it is mined for information. Email fragments, 
HTML pages, images and voice extracted from this data are then presented on an online, public map, shown at the location of 

the detonation. 


Whether trusted employee, civil servant or concerned citizen, greater openness was never so close at hand.. 





Photo by Khuong Bismuth, 2014 


Rogue Cellular Infrastructure Disguised as Office Printer 


Stealth Cell Tower is an antagonistic GSM base station in the form of an innocuous office printer. It brings the covert design practice of 
disguising cellular infrastructure as other things - like trees and lamp-posts - indoors, while mimicking technology used by police and 
intelligence agencies to surveil mobile phone users. 








Masquerading as a regular cellular service provider, Stealth Cell Tower surreptitiously catches phones and sends them SMSs written to 
appear they are from someone that knows the recipient. It does this without needing to know any phone numbers. 


https://julianoliver.com/ 
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Cell Tower very badly disguised as pendulous bricks 





Cell Tower badly disguised as a lamp post, and placed uncharacteristically near an actual lamp-post, for no discernable reason 


Cell Tower badly disguised as a palm tree ( 


https://julianoliver.com/ 








Cell Tower badly disguised as a tree from the Coniferus family 


“ın the long run, developing visual strategies to defeat machine vision algorithms is a losing strategy. 
Entire branches of computer vision research are dedicated to creating “adversarial” images designed 
to thwart automated recognition systems. These adversarial images simply get incorporated into 
training sets used to teach algorithms how to overcome them.“ 





Figure 1.4 
Still from Francis Ford Coppola, The Conversation, 1974. 


